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Fig. 1  Attack surface for deep learning based multiple source remote sensing images recognition
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T = EMAREA, POEFHE— s 5,
{75 A Mo 5 R A )N R 2 R B0 O, DASIE s
NG AR R AN R I 1] AR IE R . T B
Y2 BRI b T OR RIS I Il 2 ok A 2k — a2 23
FRIPIE . FGSM B i 2k R EO0 T A Ry B
2, SRJE R TR B A5 v 3 LA — MR/
ey HEsh.
2 =x+¢&-sign(V,L(x,y)) (2)
A, V.L(x, y) 2R REOT TR 2 10—
Bo X THREMEREE, ol Do 5 w2 R Rk
R SEBriRfEd R, 7R A X BUARAS DA T
PN TR AN I S R S S
(2) BFEHEE T % IE PGD (Project Gradient
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Fig. 3 Visualization techniques of deep neural network based feature analysis
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Table 1 Adversarial attack results on MSTAR dataset

1%

Wik AlexNet  VGG16  ResNetl8  InceptionV3  DenseNet201  GoogleNet  MNASNetl_0  SqueezeNet  MobileNetV2
TeHt 71.62 95.59 96.87 98.60 81.61 92.62 87.67 92.33 75.05
FGSM 15.79 20.99 1.48 9.81 23.16 13.16 7.89 27.18 16.84
PGD 0.53 2.11 0.53 0.53 8.95 7.89 17.89 421 8.95
DF 7.89 1.05 5.79 21.58 16.32 7.37 8.42 3.16 15.26
C&W 37.37 5.79 7.89 21.05 21.05 7.89 8.95 5.79 17.37
EAD 18.95 1.58 4.74 0.93 8.95 3.27 9.47 5.79 11.68
HSJA 18.42 3.16 17.89 16.84 28.95 14.21 8.95 14.21 18.42
SSP 23.83 24.30 14.95 24.87 31.78 28.04 11.21 57.01 16.36

T - BT IE R R ET 3 44 AR

225 T 1E UC-Merced £ 5 T A R IR )&
PUBIN R AL TE I 4 JC Yo M ks 4 L s 7 Ak
JE ] Bk e 8l Je i I B e AR B U R e
THE R o AREIMEEE 26 T IER U 2R AT 3 4
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Table 2 Adversarial attack results on UC—Merced dataset

1%
Witidrik  AlexNet VGG16 ResNet18 InceptionV3 DenseNet201 GoogleNet  MNASNetl_0  SqueezeNet MobileNetV2
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Fig. 6 Visualization of adversarial perturbation
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Fig. 8 Feature activation of targeted adversarial attack
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Adversarial robustness evaluation of multiple—source remote sensing
image recognition based on deep neural networks

SUN Hao',XU Yanjie', CHEN Jin*,LEI Lin',JI Kefeng', KUANG Gangyao'

1. College of Electronic Science, National University of Defense Technology, Changsha 410073, China;

2. Beijing Institute of Remote Sensing Information, Beijing 100192, China

Abstract: Deep-neural-network-based multiple-source remote sensing image recognition systems have been widely used in many military
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scenarios, such as in aerospace intelligence reconnaissance, unmanned aerial vehicles for autonomous environmental cognition, and
multimode automatic target recognition systems. Deep learning models rely on the assumption that the training and testing data are from the
same distribution. However, these models show poor performance under common corruption or adversarial attacks. In the remote sensing
community, the adversarial robustness of deep-neural-network-based recognition models have not received much attention, thence
increasing the risk for many security-sensitive applications.

This article evaluates the adversarial robustness of deep-neural-network-based recognition models for multiple-source remote sensing
images. First, we discuss the incompleteness of deep learning theory and reveal the presence of great security risks. The independent
identical distribution assumption is often violated, and the system performance cannot be guaranteed under adversarial scenarios. The whole
process chain of a deep-neural-network-based image recognition system is then analyzed for its vulnerabilities. Second, we introduce several
representative algorithms for adversarial example generation under both the white- and black-box settings. The gradient-propagation-based
visualization method is also proposed for analyzing adversarial attacks.

We perform a detailed evaluation of nine deep neural networks across two publicly available remote sensing image datasets. Both
optical remote sensing and SAR remote sensing images are used in our experiments. For each model, we generate seven perturbations,
ranging from gradient-based optimization to unsupervised feature distortion, for each testing image. In all cases, we observe a significant
reduction in average classification accuracy between the original clean data and their adversarial images. Apart from adversarial average
recognition accuracy, feature attribution techniques have also been adopted to analyze the feature diffusion effect of adversarial attacks,
hence contributing to the present understanding of the vulnerability of deep learning models.

Experimental results demonstrate that all deep neural networks have suffered great losses in classification accuracy when the testing
images are adversarial examples. Understanding such adversarial phenomena improves our understanding of the inner workings of deep
learning models. Additional efforts are needed to enhance the adversarial robustness of deep learning models.

Key words: multiple source remote sensing images, deep neural networks, adversarial attack, feature visualization, adversarial robustness
evaluation
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